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Bound less Security Systems, Inc.
the communications bandwidth experts

ULTRA LOW BANDWIDTH, CYBER-SECURE, IP-BASED, DIGITAL VIDEO

SURVEILLANCE SYSTEMS FOR PUBLIC WIRELESS WIDE AREA NETWORKS

Steve Morton, Boundless ’ CEO & CTO

Digital video surveill ance plays a vital role in homeland security, as visual information helps

ensure safety and security within a large territory. However, not just video any more, there are

now many wide area network, communications system-level issues associated with digital video

surveill ance solutions. Some of these system-level issues include peak and aggregate

communications bandwidth requirements; abili ty to work with damaged and non-routable

networks; accessibili ty by first responders and other emergency personnel; and cyber-security to

manage and control who sees what.

Connecticut-based Boundless Security Systems, Inc. (BoundlessSecurity.com) addresses these

needs by providing ultra low bandwidth (only a few percent of others’ “ low” bandwidth), IP-

based (Internet protocol), end-to-end digital video surveill ance systems for public wide area

networks. Boundless’ IP-based (as opposed to point-to-point digital) core technology is a

communications system first, and a video system second. It is based on Boundless’ proprietary

video management system software. Avoiding proprietary hardware, Boundless installs and

configures its software on x86 computers, and provides turn-key, indoor and, using its own

enclosures, outdoor solutions. The digital video surveill ance system uses closed circuit television

(CCTV) cameras for video input, and personal computers (PCs), laptops, net-PC’s, and pocket

PCs for remote viewing using public and other IP-based networks.
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Boundless believes bandwidth is precious, and this differentiates us from the multitude who

believe that bandwidth is free. We use bandwidth-saving, video-on-demand, with continuous

near-camera recording, of many different IP-video streams per camera, not bandwidth-wasting,

video streaming, with central recording of a single video stream.

Boundless’ IP-based, digital video surveill ance product range includes

indoor and outdoor equipment, communications servers, and viewing

software. Boundless’ ultra low bandwidth, Multi -Stream Video Server is

used in indoor and mobile applications. Its IP-wireless, outdoor,

weatherproof, pole camera systems-in-a-box are the semi-covert, Nail -

and-Go™ (photo in maple tree at left) and the smaller, more covert,

Outdoor View™ and EconoView™. Boundless’ Tunneling Broadcast

Server, in concert with its other equipment, handles non-routable networks (mobile-originated)

and dynamic IP addresses, enables many users to view the same live or recorded video stream at

the same time without adding additional burden on remote uplinks, and provides a Virtual

Private Network (VPN) for cyber-secure access. Security keys can be invalidated if a computer

with Boundless’ viewing software is lost or stolen. Boundless’ Control Panel, client live and

recorded viewing and searching software, runs on PC’s. Boundless’ Broadcast Control Panel

software runs on a PC and enables many users to view video that is selected by a dispatcher, on a

PC or certain handheld devices without needing any special viewing software or problematic

Active-X.
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A block diagram of Boundless’ ultra low bandwidth, IP-based system is shown in Figure 1, using

a cellular, wireless wide area network and the Internet. Boundless’ equipment is network-neutral

and can use any wired or wireless, IP-network, including routable and, optionally, non-routable

networks. The secure, VPN capabili ty with revokeable security keys for each user also uses one

or more (for redundancy) of Boundless’ VPN & Tunneling Broadcast Servers, but is not shown.

Figure 1, Bound less’ System Block Diagram with VPN and Broadcast Tunn eling

For the vast homeland security market, Boundless focuses on outdoor, mobile and temporary

video surveill ance application segments such as counter-drug and covert operations. An example

is the drug war between Mexico and the US, where a large, often unpopulated border must be

watched. Wireless wide area networks are generally available, but the data transfer capacity per
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square mile is often very limited due to the low population density. Boundless’ ultra low

bandwidth, IP-based digital video surveill ance system overcomes the shortfalls of conventional

digital video surveill ance systems, and can provide real-time images of incidents from many

cameras simultaneously to first responders / emergency personnel, thus facilit ating fast

responsive action during rapidly changing situations.

Morton says that while dealing with outdoor surveill ance solutions, communications bandwidth

is very limited and expensive, and it is important to take advantage of existing wireless wide area

networks (WANs) / wireless infrastructure such as cellular networks and satellit e

communication. The popular concept that bandwidth is inexpensive and getting cheaper is more

applicable to indoor applications than outdoor. It is difficult to use wired, copper or fiber optic

cables in vast outdoor areas. Dedicated, point-to-point, private outdoor wireless networks are

expensive to install and maintain, and take a long time to design and build.

Morton noted that it has been becoming increasing popular to connect an IP-camera to a cellular

modem and continuously stream video to a central recording and viewing facili ty. While some

wireless providers in the US, such as Sprint, once provided so-called unlimited amounts of data

transfer per month, recent changes to the Fair-Usage Bandwidth Policies of all of the major US

carriers (Verizon Wireless, Sprint and AT&T), are now putting a stop to such bandwidth abuse.

Only a year ago, one could continuously stream video from an IP camera at 128 Kbps, moving a

total of 40 GB of data per month, for $100 per month. But now, the major US carriers will li kely

terminate such use in as littl e as a few days due to their 5 GB/month transfer limits (generally

even less in Europe). Or, if one chooses the maximum data plan possible, and then pays the high,
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per-megabyte data transfer fee for all data above that limit, the $100/month fee can soar into the

$1,000’s of dollars per month per camera.

Thus dramatically lower peak and sustained bandwidth use is required in today’s tough

economic times. Boundless foresaw this coming and architected its ultra low bandwidth system

accordingly.

Morton believes that it is important to understand the need for different qualiti es of video for

homeland security sector. Images are needed for situation assessment, monitoring, and

investigation purposes. For situation assessment, li ve, low resolution images via wireless

networks are suff icient and this perfectly suits the small screens and low cpu capacity of personal

digital assistants (PDAs) and cell phones. Investigations are done after the act, using recorded

video, where one wants a clear image of a face or li cense plate, and the bandwidth requirement

for recording increases accordingly. Monitoring may involve watching several cameras in real

time simultaneously, with medium resolution, frame rate and data rate. One of Boundless’

outdoor products, the, Nail -and-Go™ has two built -in cameras, one camera has a fisheye lens

for wide-area situation assessment, giving one the information needed to aim a PTZ camera in

the optimum direction, while the other camera is PTZ for closeups.

Boundless installs its video management system software in their indoor as well as outdoor

equipment. The core product is Boundless’ Multi -Stream Video Server, which captures and

processes the images from four, standard definition, analog CCTV cameras. With no

compression between the image sensor and Boundless’ video acquisition system, analog cameras
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provide the best quali ty video signals. Once digitized at full resolution and frame rate, video is

converted digitally into many different live and recorded, digital video streams with different

resolutions, frame rates, compression factors and data rates, in software. And, the cost savings of

using analog cameras over IP cameras often pays for Boundless’ equipment.

Morton mentioned the use by a government agency of Boundless’ ultra low bandwidth, IP-based

video surveill ance system in covert operations. Many different video streams are available

simultaneously from each camera, optimizing the quali ty of li ve and recorded video for situation

assessment, monitoring and investigations, while minimizing communications requirements.

Eight different streams are generated simultaneously for each of four video cameras, for a total

of 32 different IP-video streams. In this case, video can be viewed remotely recorded, and

bandwidth-permitting, li ve at (1) 160x120 at 1 frame/sec (fps) at 8 kilobits/sec (Kbps); (2)

160x120 at 3 fps at 16 Kbps; (3) 160x120 at 5 fps at 32 Kbps; (4) 160x120 at 15 fps at 32 Kbps;

(5) 160x120 at 15 fps at 64 Kbps; (6) 320x240 at 5 fps at 64 Kbps; (7) 320x240 at 15 fps at 128

Kbps; and (8) 640x480 at 5 fps at 512 Kbps. These data rates are nominal not to exceed, which

means they usually run much less, and video quality is adapted on-the-fly as motion increases so

as to try not to exceed these data rates.

Another of Boundless’ clients has been using Boundless’ equipment for the past 2.5 years. This

client has 28 cameras at one location. All cameras can be viewed live simultaneously remotely

via the Internet at 10 fps per camera, for a total of 280 fps, in a total of less than 800 Kbps

(bandwidth), even on a laptop or net-PC with a cellular Internet connection. The same 28
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cameras can be viewed remotely simultaneously with 3 fps per camera in a total of less than 400

Kbps.

Bandwidth is a measure of the abili ty of a communications system to move information. Hence

the function of bandwidth is not only to get the video from the camera or a video server to the

Internet, but also from the Internet to the desired destinations such as commanders and a team of

first responders. Public wireless wide area networks, such as 3G cellular, are shared networks

that have less than 1/100 the speed of most local area networks (LAN’s). They are designed to

only be used in bursts, not continuously. This is why digital voice, whose data is occasional,

enables many more conversations to be carried than an analog system that keeps each “ line”

open all the time.

With such limited peak and sustained bandwidth in public wireless wide area networks,

Boundless’ digital video surveill ance solution provides many resolutions, data rates and frame

rates simultaneously for each camera. This suits the viewing need, display resolution, decoding

cpu capabili ty, and uplink and downlink bandwidths available. This not only has the benefit of

reducing the uplink and downlink data rates for each video stream, but also maximizes the

number of cameras that can be viewed simultaneously while minimizing the video-decoding

requirements for the cpu in desktops and mobile devices. Even a tiny net-PC, with an

inexpensive, low power, Intel Atom cpu, can decode and display more than 28 Boundless’ digital

video streams simultaneously at 10 fps per camera, enabling a comprehensive view of a

complex, rapidly evolving situation to be grasped in a single glance.



Boundless’ Ultra Low Bandwidth, Digital Video Surveillance System, Page 8 of 9

‹�� � ���E\�%RXQGOHVV�6HFXULW\�6\ VWHPV��,QF���$OO�5LJKWV�5HVHUYHG
%RXQGOHVV�6HFXULW\�6\VWHPV��,QF�‡�� 6LPP�/DQH��8QLW���) ‡1HZ WRZQ��&7��� � ���8 6$�‹��� � �

7HO��� ���� � ���� � � ‡)D[������ � ��� � ��� ‡Z ZZ�%RX QGOHVV6HFXULW\�FRP

Morton said Boundless has had experience with cellular networks on five continents, including

the transmission of li ve video from multiple cameras simultaneously, at multiple frames per

second per camera, from vehicles moving at highway speed. Morton said that the worst 3G

cellular network they’ve seen was outside Philadelphia in late 2007. After ten days of heavy

rains, the speed of the cellular network there collapsed from an uplink speed of more than 128

Kbps to a mere 4 Kbps. Nonetheless, Boundless system there, under remote control via the

Internet, was still able to search hours of video in seconds, and rapidly provide recorded video,

thanks to Boundless’ hyper rapid access video file system that avoids sending unneeded recorded

video over the air and avoids long searches of highly compressed data streams to find desired

video segments.

A client of Boundless in Central Africa used a cell phone as a modem to carry li ve Boundless’

video at a mere 9.6 Kbps. Yet another provided live video from a moving vehicle in Beiji ng,

over a very congested, non-routable cellular network, whose uplink only had a sustainable speed

of about 20 Kbps. Boundless has also provided live video over the global, non-routable, Iridium

satellit e network at a trifling 3 Kbps.

Many cellular networks outside the US are not routable, not permitting the use of conventional

mobile servers, or of IP-cameras. A non-routable network is li ke a payphone, one can call out but

no one can call i n. To address this issue, Boundless developed tunneling technology that defeats

the blocking of the video server by the Internet gateway router between the cellular or other

network and the Internet. This same tunneling technology enables covert video operations to be

carried out using wired networks without having to configure any ports in the gateway router
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between the LAN and the Internet. Full system operation is provided via such non-routable

networks, including remote full control of Boundless’ equipment, remote control of PTZ

cameras, reconfiguration of the equipment, and the installation of new software.

Speaking of the requirements in the digital video surveill ance industry, Morton sees the

widespread need for improved remote and mobile viewing, the abili ty to continue to operate

even when communications networks are degraded, and better cameras. Most digital video

systems provide some degree of remote viewing of the live video from multiple sites via the

Internet, especially when very high speed connections are used. Maximum wide area network

performance is generally required. However, with the exception of Boundless’ equipment, so

much bandwidth is required for both uplink and downlink that it’s not practical to have mobile,

wireless, command and control centers that can be employed should the central station fail ,

should comprehensive viewing near the scene of an incident be needed to improve

responsiveness, or should the capacity of wide area networks become severely degraded. And,

most video images, especially those taken of moving subjects or from moving vehicles, could be

improved if cameras used image sensors that perform progressive scanning and have ultra wide

dynamic range. In future, Boundless’ activities would include handling high definition video at

ultra low bandwidth; and providing even lower power and smaller configurations.

Details: Steve Morton, CEO and CTO, Boundless Security Systems, Inc. (Boundless); 3 Simm

Lane, Unit #1F; Newtown, CT 06470 USA. Phone: 203-445-0562. Fax 203-445-0564. E-mail:

info (at) BoundlessS (dot) com. URL: http://www.BoundlessSecurity.com/


