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the communications bandwidth experts

ULTRA LOW BANDWIDTH, CYBER-SECURE, IP-BASED, DIGITAL VIDEO

SURVEILLANCE SYSTEMS FOR PUBLIC WIRELESS WIDE AREA NETWORKS

Steve Morton, Boundless’ CEO & CTO

Digital video surveill ance plays a vita role in hameland security, as visual information helps
ensure safety and seaurity within a large territory. However, na just video any more, there are
now many wide areanetwork, communications system-level isaues associated with digital video
surveillance solutions. Some of these system-level issues include peak and aggregate
communicaions bandwidth requirements; ability to work with damaged and nonroutable
networks; accesshility by first responcders and aher emergency personnel; and cyber-security to

manage and control who sees what.

Conredicut-based Boundess Seaurity Systems, Inc. (BoundessSeaurity.com) addresses these
neeals by providing ultra low bandwidth (only a few percent of others “low” bandwidth), IP-
based (Internet protocol), endto-end dgital video surveill ance systems for puldic wide aea
networks. Boundess [P-based (as oppcsed to pant-to-point digital) core tedindogy is a
communicaions system first, and a video system second It is based on Boundess proprietary
video management system software. Avoiding proprietary hardware, Boundess installs and
configures its ftware on x86 computers, and provides turn-key, indoa and, wsing its own
enclosures, oudoa solutions. The digital video surveill ance system uses closed circuit television
(CCTV) cameras for video inpu, and personal computers (PCs), laptops, net-PC’s, and pocket

PCs for remote viewing using puldic and aher 1P-based networks.
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Boundess believes bandwidth is predous, and this differentiates us from the multitude who
believe that bandwidth is free We use bandwidth-saving, video-on-demand, with continuous
nea-camera recording, of many different IP-video streans per camera, na bandwidth-wasting,

video streaming, with central recording of asingle video stream.

Boundess |P-based, digital video surveillance product range includes
indoa and oudoa equipment, communicaions srvers, and viewing
' software. Boundess ultra low bandwidth, Multi-Stream Video Server is
used in indoa and mohile gplicaions. Its IP-wireless oudoa,
weaherproof, pde canera systems-in-a-box are the semi-covert, Nail-
and-Go™ (phao in maple tree & left) and the smaller, more overt,

Outdoar View™ and EconoView™. Boundess Tunneling Broadcast

Server, inloncert with its other equipment, handes nonroutable networks (mobil e-originated)
and dynamic |IP addresses, enables many users to view the same live or recorded video stream at
the same time withou adding additional burden on remote uplinks, and povides a Virtua
Private Network (VPN) for cyber-secure acess Seaurity keys can be invalidated if a computer
with Boundess viewing software is lost or stolen. Boundess Control Panel, client live and
recorded viewing and seaching software, runs on PC's. Boundess Broadcast Control Panel
software runs on a PC and enables many users to view video that is sleded by a dispatcher, ona
PC or cetain handheld devices withou needing any spedal viewing software or problematic

Active-X.

< E\ %RXQGOHVV 6HFXULWAWBHP ,QF $@ 5LIKV 5SHVHUYHG
%RXQGOHVV 6HFXUMMHRY ,QF 6LPP /DQH 8QLW ) f1HZWRZQ &7 8 6%«
7HO 1)D[ ¥Z 77 %RX QGOHVV6HFXW\ FRP




Boundless' Ultra Low Bandwidth, Digital Video Surveillance System, Page 3 of 9

A block diagram of Boundess ultralow bandwidth, |P-based system is snown in Figure 1, using
a cedlular, wirelesswide area network and the Internet. Boundess equipment is network-neutral
and can use any wired o wireless IP-network, including routable and, ogionally, nonroutable
networks. The secure, VPN capabili ty with revokeable seaurity keys for each user also uses one

or more (for redundancy) of Boundess VPN & Tunneling Broadcast Servers, but is not shown.

Figure 1, Bound less’ System Block Diagram with VPN and Broadcast Tunneling

For the vast homeland seaurity market, Boundess focuses on oudoar, mohile and temporary
video surveill ance gplicaion segments guch as courter-drug and covert operations. An example
is the drug war between Mexico and the US, where a large, often unpopleted bader must be

watched. Wirelesswide aeanetworks are generally available, but the data transfer capadty per
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square mile is often very limited dwe to the low popuation density. Boundess ultra low
bandwidth, IP-based dgital video surveill ance system overcomes the shortfalls of conventional
digital video surveill ance systems, and can provide red-time images of incidents from many
cameras smultaneously to first responders / emergency personnel, thus fadlitating fast

resporsive adion duing rapidly changing situations.

Morton says that whil e dealing with oudoa surveill ance solutions, communications bandwidth
isvery limited and expensive, andit isimportant to take alvantage of existing wirelesswide aea
networks (WANs) / wirdess infrastructure such as cellular networks and satellite
communicaion. The popuar concept that bandwidth is inexpensive and getting chegoer is more
applicable to indoa applications than oudoar. It is difficult to use wired, copper or fiber optic
cables in vast outdoar areas. Dedicaed, pant-to-point, private outdoa wireless networks are

expensive to install and maintain, and take along time to design and buld.

Morton nded that it has been becoming increasing popuar to connect an IP-camerato a cellular
modem and continuowsly stream video to a central recording and viewing fadlity. While some
wirelessproviders in the US, such as Sprint, once provided so-cdled urlimited amourts of data
transfer per month, recent changes to the Fair-Usage Bandwidth Policies of al of the mgjor US
cariers (Verizon Wireless Sprint and AT&T), are now putting a stop to such bandwidth abuse.
Only ayear ago, ore @muld continuowsly strean video from an IP camera & 128 Kbps, moving a
total of 40 GB of data per month, for $100 pr month. But now, the major US carriers will li kely
terminate such use in as littl e & a few days due to their 5 GB/month transfer limits (generally

even lessin Europe). Or, if one dhooses the maximum data plan passble, and then pays the high,
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per-megabyte data transfer fee for al data éove that limit, the $100month fee ca soar into the

$1,000s of ddlars per month per camera.

Thus dramaticdly lower pe&k and sustained bandwidth use is required in today’s tough
eoonamic times. Boundessforesaw this coming and architeded its ultra low bandwidth system

acordingly.

Morton kelieves that it is important to understand the need for different qualiti es of video for
homeland seaurity sector. Images are neaded for situation assessment, monitoring, and
investigation puposes. For situation assessment, live, low resolution images via wireless
networks are sufficient and this perfedly suits the small screens and low cpu capacity of personal
digital asgstants (PDAS) and cdl phores. Investigations are done dter the ad, using recorded
video, where one wants a dear image of a faceor license plate, and the bandwidth requirement
for recording increases acardingly. Monitoring may involve watching several cameras in red
time simultaneously, with medium resolution, frame rate and data rate. One of Boundess
outdoar products, the, Nail-and-Go™ has two bult-in cameras, one camera has a fisheye lens
for wide-area situation assessmnent, giving one the information needed to am a PTZ camera in

the optimum diredion, whil e the other camerais PTZ for closeups.

Boundess ingtals its video management system software in their indoa as well as outdoar
equipment. The @re product is Boundess Multi-Stream Video Server, which captures and
proceses the images from four, standard definition, analog CCTV cameras. With no

compresson between the image sensor and Boundess video aqquisition system, analog cameras

< E\ %RXQGOHVV 6HFXULWABHP? ,QF $@ 5LIKV SHVHUYHG
%RXQGOHVV 6HFXUMWHRY ,QE 6LPP/DQH 8QLW ) $1HZWRZQ &7 8 6%«
7HO )D[ $Z 77 %RX QGOHVV6HFXW\ FRP




Boundless' Ultra Low Bandwidth, Digital Video Surveillance System, Page 6 of 9

provide the best quality video signals. Once digitized at full resolution and frame rate, video is
converted dgitaly into many different live and recorded, dgital video streams with dfferent
resolutions, frame rates, compressgon fadors and cata rates, in software. And, the st savings of

using analog cameras over |P cameras often pays for Boundess' equipment.

Morton mentioned the use by a government agency of Boundess ultra low bandwidth, 1P-based
video surveillance system in covert operations. Many different video streans are available
simultaneously from each camera, optimizing the quality of live and recorded video for situation
asessment, monitoring and investigations, while minimizing communicaions requirements.
Eight different streams are generated simultaneously for each of four video cameras, for a total
of 32 dfferent IP-video streams. In this case, video can be viewed remotely recorded, and
bandwidth-permitting, live & (1) 16x120 at 1 frame/sec (fps) at 8 kilobits/sec (Kbps); (2)
16(x120at 3 fps at 16 Kbps; (3) 1601204t 5 fps at 32 Kbps; (4) 160x120at 15 fps at 32 Kbps;
(5) 16(x120at 15 fps at 64 Kbps; (6) 320x240at 5 fps at 64 Kbps; (7) 320x240at 15 fps at 128
Kbps; and (8) 64x480at 5 fps at 512 Kbps. These data rates are nominal not to exceed, which
means they usually run much less and video quality is adapted on-the-fly as motionincreases ©

asto try nat to excea these data rates.

Another of Boundess clients has been using Boundess equipment for the past 2.5 years. This
client has 28 cameras at one locaion. All cameras can be viewed live simultaneously remotely
via the Internet at 10 fps per camera, for a total of 280 fps, in a total of lessthan 800 Kbps

(bandwidth), even on a laptop a net-PC with a cdlular Internet connedion. The same 28
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cameras can be viewed remotely simultaneously with 3fps per camerain atotal of lessthan 400

Kbps.

Bandwidth is a measure of the aility of a cmmunicaions system to move information. Hence
the function d bandwidth is nat only to get the video from the camera or a video server to the
Internet, but aso from the Internet to the desired destinations such as commanders and a team of
first responcers. Public wireless wide area networks, such as 3G cellular, are shared networks
that have lessthan 1/100 the speed of most locd area networks (LAN’S). They are designed to
only be used in busts, na continuowsly. This is why digital voice, whose data is occasional,
enables many more cnwersations to be arried than an analog system that keeps each “line”

open all thetime.

With such limited pe&k and sustained bandwidth in puldic wireless wide area networks,
Boundess digita video surveill ance solution provides many resolutions, data rates and frame
rates smultaneously for each camera. This slits the viewing neal, dsplay resolution, ceading
cpu capability, and uplink and downlink bandwidths available. This not only has the benefit of
reducing the uplink and downlink data rates for each video stream, bu also maximizes the
number of cameras that can be viewed simultaneously while minimizing the video-decoding
requirements for the cpu in desktops and mobile devices. Even a tiny net-PC, with an
inexpensive, low power, Intel Atom cpu, can decode and dsplay more than 28 Boundess digital
video streans smultaneously at 10 fps per camera, enabling a comprehensive view of a

complex, rapidly evolving situation to be grasped in asingle glance
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Morton said Boundess has had experience with cdlular networks on five continents, including
the transmisson d live video from multiple caneras smultaneously, at multiple frames per
semnd per camera, from vehicles moving at highway speed. Morton said that the worst 3G
cdlular network they’ve seen was outside Philadelphia in late 2007. After ten days of heavy
rains, the speed of the cellular network there ollapsed from an uplink speed of more than 128
Kbps to a mere 4 Kbps. Nonetheless Boundess system there, under remote wntrol via the
Internet, was gill able to seach haurs of video in seconds, and rapidly provide recorded video,
thanks to Boundess hyper rapid accessvideo fil e system that avoids snding unneeled recorded
video ower the dr and avoids long searches of highly compressed data streams to find desired

video segments.

A client of Boundessin Central Africaused a cdl phore & a modem to carry live Boundess
video at a mere 9.6 Kbps. Yet another provided live video from a moving vehicle in Beijing,
over avery congested, nonroutable celular network, whase uplink orly had a sustainable speed
of abou 20 Kbps. Boundesshas also provided live video over the global, nonroutable, Iridium

satellit e network at atrifling 3 Kbps.

Many cdlular networks outside the US are nat routable, na permitting the use of conventional
mobil e servers, or of IP-cameras. A nonroutable network is like apayphore, one can cdl out but
no ore can cdl in. To addressthis isale, Boundessdeveloped tunreling techndogy that defedas
the blocking of the video server by the Internet gateway router between the celular or other
network and the Internet. This same tunneling techndogy enables covert video operations to be

caried ou using wired networks withou having to configure any ports in the gateway router
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between the LAN and the Internet. Full system operation is provided via such nonroutable
networks, including remote full control of Boundess equipment, remote ntrol of PTZ

cameras, reconfiguration d the equipment, and the install ation o new software.

Spe&ing of the requirements in the digital video surveillance industry, Morton sees the
widespread need for improved remote and mobile viewing, the aility to continue to operate
even when communicaions networks are degraded, and better cameras. Most digital video
systems provide some degree of remote viewing of the live video from multiple sites via the
Internet, espedally when very high speed conrections are used. Maximum wide aea network
performance is generally required. However, with the exception o Boundess equipment, so
much bandwidth is required for both uplink and downlink that it's not pradicd to have mobile,
wireless command and control centers that can be enployed shoud the central station fail,
shodd comprehensive viewing nea the scene of an incident be needed to improve
resporsiveness or shoud the caacity of wide area networks bemme severely degraded. And,
most video images, espedally those taken of moving subjects or from moving wehicles, could be
improved if cameras used image sensors that perform progressve scanning and have ultra wide
dynamic range. In future, Boundess' adivities would include handling high definition video at

ultralow bandwidth; and providing even lower power and small er configurations.

Detail s: Steve Morton, CEO and CTO, Boundess Seaurity Systems, Inc. (Boundesg; 3 Simm
Lane, Unit #1F; Newtown, CT 06470USA. Phore: 203-445-0562. Fax 2034450564. E-mail:

info (at) BoundessS (dat) com. URL: http://www.BoundessSeaurity.com/
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